IBM System Storage

Protect your critical business information with
information security solutions from IBM



Organizations have always struggled to manage the exponential
growth of information they create and store, and recently, they
have turned their attention to the increased exposure and vul-
nerability to attacks of all of this information. What's more, new
laws demanding stronger accountability from organizations that
lose sensitive personal data have intensified the need to ade-
quately protect sensitive corporate information.

As business opportunities expand in the global economy,
organizations are becoming more distributed and business
models are becoming more collaborative. It is no longer enough
to secure information internally; it also must be protected in the
context of a business environment with a growing number of
collaborators and a constantly changing universe of users.
Collaboration also means that it’s not enough for an organiza-
tion to protect its own information—it also has to work to
ensure that its partners’ information is secure, too.

Information assets are growing in complexity as well as in vol-
ume. They must be secured at multiple levels: from stored infor-
mation, to information in applications, to physical devices in the
information infrastructure. For information security to be effec-
tive, all areas of risk in the infrastructure must be addressed.

Where thrill-seeking amateurs were once the main threats to an
organization’s security, security experts acknowledge that pro-
fessional criminals and organized crime syndicates have

become the principal threats today. These criminal organiza-
tions are so well-funded that they can afford the latest in
sophisticated technology and can recruit computer scientists to
undermine what many consider to be highly secure systems.
Today, many of these organizations successfully breach corpo-
rate IT security systems to gain access to high-value personal
information such as Social Security numbers and credit card
information, which can then be used to steal the identities of
individuals and drain their bank accounts. With their vast
resources, criminal organizations often circumvent security
mechanisms that are in place by recruiting company insiders to
steal sensitive information or provide access to secure systems.
It is a problem that will continue to frustrate businesses as they
continue to spend IT resources on securing their infrastructures.

The costs of not securing information in this high-stakes envi-
ronment can be tremendous, especially when both the direct
financial costs and the costs in areas such as loss of customer
confidence and risk of regulatory exposure are taken into
account. On the other hand, the benefits of successfully secur-
ing information can be inestimable. Information security enables
business success by building the foundation for trust that’s
essential to collaboration and innovation. When information is
secured and safe, the enterprise is free to pursue new business
opportunities in emerging markets or with innovative business
models without fear of undue risk.



IBM framework for comprehensive information security

The IBM approach to securing information for today’s enterprise
is to strategically manage information security across the entire

organization—as a Dynamic Infrastructure®—rather than just at
the systems or data level. This approach means instituting con-

trols that can manage risk across all IT security domains:

e Identity: Ensuring that the right people have access to the
right assets at the right time

e Information: Protecting critical data wherever it is stored
in the enterprise, and as it travels across private and pub-
lic networks

* Applications: Securing applications and business services

o Systems infrastructure: Staying ahead of emerging threats
across the entire I'T environment

e Physical security: Using the increasing capabilities of digi-

tal controls and video monitoring to secure physical spaces

Rather than focusing on only one domain, or managing only a
portion of the total risk, IBM can apply the right technologies
and expertise to provide leading-edge security across virtually
every domain. IBM is unique in its ability to address practically
every dimension of a secure infrastructure and provide the

technology and services to help organizations develop a
strategic approach to their security challenges. To that end,
IBM offers information security solutions in five strategic areas:

e Security compliance
o Identity and access
e Information security

* Application security

e Infrastructure security

The IBM Security Framework

Security Governance, Risk Management
and Compliance

People and Identity

Data and Information

Application and Process

Network, Server, and End-point

Physical Infrastructure

Common Policy, Event Handling and Reporting




Information storage solutions from IBM System Storage™ play
an important role in IBM’s information security strategy, helping
organizations better protect and secure information assets that

reside across the enterprise.

Enforcing security controls with IBM System Storage information
security solutions

IBM System Storage solutions for securing information are part
of a larger, lifecycle-driven approach that helps provide compre-
hensive network protection to secure all points of access to
information on the network, at all stages of the information

security lifecycle.

Define controls

Storage solutions are specifically relevant to the point in the life-
cycle where security controls are enforced, enabling information
to be shared securely within and beyond the enterprise.

Protecting information with IBM self-encrypting storage solutions
IBM System Storage solutions can help organizations enforce
security controls by encrypting stored data. Encryption is critical
because data center storage is inherently mobile: Tapes get
archived, disk drives routinely get replaced, and enterprises
become understandably concerned about the sensitive data
that resides in their storage systems. The idea of storage
encryption is to protect the data stored in these systems so
that if a tape cartridge or disk is lost or stolen, the information
stored there is useless to anyone who accesses it—unreadable

due to encryption.

IBM offers a portfolio of information security solutions based on
its innovative self-encrypting disk and tape drives. These drives
are designed to encrypt data automatically as it enters the drive
to be stored, and then automatically decrypt it as it moves out
of the drive. The embedded encryption engine helps to ensure
that there is virtually no performance degradation compared to
non-encrypting drives. This drive-level encryption approach
reduces the risk that information could be compromised when
storage media are physically removed from the storage systems
for archiving.



IBM introduced the industry’s first self-encrypting enterprise
tape drive, the IBM System Storage TS1120, in 2006, followed
by the next-generation IBM System Storage TS1130 and Linear
Tape Open (LTO) self-encrypting drives, which can address a
wide range of enterprise and entry-level tape environments. In
February of 2009, IBM introduced full disk encrypting drives in
its flagship IBM System Storage DS8000® and soon followed
that with the announcement of full disk encrypting drives in its
mid-range disk platform, the IBM System Storage DS5000.
Adding self-encrypting disk solutions to the highly successful
self-encrypting tape solutions offers customers a consistent
approach to securing data at rest, enabling organizations to
adequately address their data security concerns.

Using these IBM self-encrypting drives to encrypt data at the
storage end point provides the ability to store data in an
encrypted form with minimal operational complexity and mini-
mal impact on performance. Encrypting at the storage end
point can help organizations:

e Minimize the need for host-based encryption, which can
drain host performance.

e Minimize the need to use specialized encryption appliances
that can add to infrastructure complexity.

e Accommodate data compression of tape storage, so that
Sewer tape cartridges are needed.

e Reduce the risk that batch processing windows will be
affected by placing no significant impact on the tape

drive’s native performance.

Self-encrypting drives are rapidly becoming the preferred model
for securing data stored on tape cartridges and disk drives. For
example, the National Security Agency recently qualified self-
encrypting disk drives for protecting information on computers
deployed by U.S. government agencies and contractors for

national security purposes.

When you talk about securing your information infrastructure,
it’s difficult to not mention the mainframe. For years, the

IBM mainframe has been satisfying the most demanding cus-
tomers with the highest levels of performance, availability and
security. Originally designed to be shared by thousands of
users, the mainframe has security built into nearly every level of
the system—from the processor level to the operating system
to the application level. This design helps protect it from mal-
ware, viruses and threats from both within and outside the

organization.

By providing the ability to enforce, monitor and manage secu-
rity, IBM System z® is the logical central management point for
enterprise-wide security. For user identification and authentica-
tion, access control and auditing, distributed directory services,
networking security and security administration, the mainframe
is designed to provide integrity, process isolation and crypto-
graphic capabilities to help keep information secure. On top of
this solid hardware foundation, System z operating systems
offer a variety of customizable security elements within the

Security Server and Communication Server components.



And of course along with the inherent security built into the
mainframe, there are additional security management offerings
from IBM Tivoli® software, such as identity and access man-
agement solutions and the IBM Tivoli zSecure suite, which can
provide advanced security to help protect the information
infrastructure.

Successful key management strategies

Just as each tape drive has an embedded encryption engine,
each disk drive also has an embedded encryption engine, and
it, too, uses IBM'’s encryption key management software to
manage the keys associated with the solution. This simplified
and proven key management system is being used in some of
the largest banks in the world. As with the encrypting tape solu-
tion, the encrypting disk solution is designed to be transparent
to the operating system, applications, databases, system
administrators and users, making deployment much simpler

than with specialized encryption appliances.

IBM currently addresses key management in its self-encrypting
tape storage solutions with the standards-based IBM Tivoli Key
Lifecycle Manager (TKLM) and its predecessor, Encryption

Key Manager (EKM). TKLM is designed to help manage the
growing volume of encryption keys across the enterprise with
simplified deployment, configuration and administration over

their lifecycles.

Part of IBM’s holistic approach to storage and security challenges
Successfully implementing an end-to-end approach to informa-
tion security requires more than technology; it requires expert
planning, design, implementation and support services.

IBM offers an extensive services portfolio that can help clients
address their short-term security concerns, as well as design
and deploy a halistic information security environment. This,
combined with our integrated and unrivaled portfolio of security
offerings and capabilities, makes IBM your partner of choice for

end-to-end information security. Consider what IBM offers:

o Skilled professionals: IBM’s security and privacy business
includes 3,500 professionals in regions around the world,
including 1,700 who have completed IBM’s rigorous secu-
rity and privacy methodology training.

A worldwide presence: IBM maintains security and
privacy practices in the U.S., Canada, EMEA (Europe,
Middle East, Africa), Asia, Australia, and Latin and
South America.

* R&D leadership: IBM holds more security and privacy
copyrights and patents than any other company in the

world.

Ability to deliver: IBM demonstrates security leadership
daily through successful service delivery within IBM and

to IBM customers worldwide.

Industry recognition: IBM has been recognized repeatedly
by industry analysts for our leadership in managed secu-

rity services and related security areas.



Case in point: deploying drive-based encryption technology across
the enterprise

The IT organization of a large U.S.-based healthcare firm
needed to encrypt all data across the enterprise to help fulffill
the company’s commitment to compliance with data privacy
regulations.

Challenge

Data would have to be encrypted across multiple technology
environments: IBM System z mainframe computing, distributed
computing, and Microsoft® Windows®-based desktop
computing. The solution could not add significant time to the
company’s current data backup processes.

Solution

The company turned to IBM System Storage for a tape encryp-
tion solution that would help ensure both the security and avail-
ability of their data in all IT environments. They deployed the
IBM System Storage TS1120 tape drive, enabling full-fledged
encryption across the company’s mainframe, distributed and
desktop computing environments.

Solution benefits

e Delivers full-fledged encryption and simplified key man-
agement across the enterprise

o Simplifies and streamlines IT by enabling a common
encryption solution across all computing platforms

e Helps ensure protection of sensitive data and facilitates
compliance with regulations, including the privacy
components of the Health Insurance Portability and
Accountability Act (HIPAA)



For more information

To learn more about how IBM’s com-
prehensive information security solu-
tions can help protect critical business

information throughout its lifecycle, con-

tact your IBM representative or
IBM Business Partner or visit

ibm.com/security.

For more information about how
IBM System Storage solutions can
secure stored data on your network,

visit ibm.com/storage.
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